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445

cmd
netstat —an

S\system3i2\cad. exe

‘Windows XP [hf7% 5.1.26001
T 1985-2801 Microsoft Corp.

IC:“\Documents and Settings“admin>netstat —an

Active Connections

Proto Local Address Foreign Address

TCP A.8.8.8:135

TCP A.0.8.8:445

TCP 127.8.8.1:1829

TCP 192.168.232.137:139
upp A.0.8.8:445

upp 8.0.8.8:568

upp 8.8.8.8:1825

upp A.0.8.08:45688

upp 127.8.8.1:123

upp 127.8.8.1:19688

upp 192.168.232.137:123
upp 192.168.232.137:137
upp 192.168.232.137:138
upp 192.168.232.137:1988

X Ok Ok K X ¥ % ¥ % ¥y @O®

a.
a.
a.
7.

a
a
a
=*
=*
*
=*
=*
*
=*
=*
*
=*

IC:“Documents and Settings“admin>net stop rde
p i
Workstation J 1=

net stop rdr

net stop srv

net stop netbt

614d

State

LISTENING
LISTEMING
LISTENING
LISTENING




uDp 192.168.232.137:1988

C:“Documents and Settings>admin>net stop rd
= —+—

sNadmin>net stop netht : G:“\Documents and Setting

ous_r)_'[cpip | = . E i —FEE)-'H

netsta —an 445

- - ] VVIIIUUWD A FIvicaaiviial
=)

LISTENING

CiN\Dacuments and SettingsN\admin?

C:\Documents and Settings“admin>_g
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$ 360
w EWS2

B2E

ACL
TCP 445 ,
, , ACL
TCP 445
ACL
TCP 445

Juniper :

set firewall family inet filter deny-wannacry term deny445 from protocol tcp
set firewall family inet filter deny-wannacry term deny445 from destination-port 445
set firewall family inet filter deny-wannacry term deny445 then discard

set firewall family inet filter deny-wannacry term default then accept

#
set forwarding-options family inet filter output deny-wannacry

set forwarding-options family inet filter input deny-wannacry

#

set interfaces | ] unit 0 family inet filter output
deny-wannacry

set interfaces [ ] unit 0 family inet filter input

deny-wannacry
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$ 360
w EWS2

(H3C)

acl number 3050
rule deny tcp destination-port 445

rule permit ip

interface [ ]
packet-filter 3050 inbound

packet-filter 3050 outbound

acl number 3050

rule permit tcp destination-port 445

traffic classifier deny-wannacry

if-match acl 3050

traffic behavior deny-wannacry

filter deny

gos policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry
#

gos apply policy deny-wannacry global inbound

gos apply policy deny-wannacry global outbound

20 23



$ 360
w EWS2

interface [ ]
gos apply policy deny-wannacry inbound

gos apply policy deny-wannacry outbound

acl number 3050
rule deny tcp destination-port eq 445

rule permit ip

traffic classifier deny-wannacry type and

if-match acl 3050

traffic behavior deny-wannacry

traffic policy deny-wannacry

classifier deny-wannacry behavior deny-wannacry precedence 5

interface [ ]
traffic-policy deny-wannacry inbound

traffic-policy deny-wannacry outbound

Cisco :

ip access-list extended deny-wannacry
deny tcp any any eq 445

permit ip any any
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interface [ ]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

ip access-list deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [ ]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

ip access-list extended deny-wannacry
deny tcp any any eq 445

permit ip any any

interface [ ]
ip access-group deny-wannacry in

ip access-group deny-wannacry out

BIE
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